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Cyber Threats in Healthcare
AND WHAT YOU CAN DO TO MITIGATE
AND DEFEND AGAINST THEM
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Objectives
• Identify the new technologies causing the digital transformation of healthcare.
• Understand the underlying vulnerabilities of the healthcare delivery system.
• Understand the types of cyberthreats in healthcare.
• Share real-life examples of cybersecurity failures.
• Understand how to mitigate and defend against cybersecurity threats.

2

Exponential Growth in
Healthcare Technology
• Started with the Adoption of Electronic Health Records in the 1970’s, 1980’s.
• Continued with widespread adoption of standardized EHR platforms in the 1980’s and
1990’s.
• Spurred by federal regulatory incentives: HIPAA 1996, HITECH Act 2009
• Exploded in the 21st Century with new technologies.

• Digital Transformation*: The integration of digital technology into all aspects of how a
healthcare business interacts with patients, healthcare providers, and regulators
• Includes the automation of healthcare processes, management, diagnosis, and
treatment
*As defined by Patty Riskind, Qualtrics, qualtrics.com/blog/healthcare-digital-transformation, June 15,2019
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Digital Transformation in Healthcare
• Artificial Intelligence (AI)
• Data Analytics/“Big Data”
• On-Demand Care Everywhere/Telehealth
• Internet of Things (IoT)
• Blockchain
• Contactless Patient Access and Payment Solutions
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Artificial Intelligence (AI)
• The ability for computer systems to perform tasks that normally require human
intelligence, such a visual perception, speech recognition, and data-dependent
decision making.
• Includes machine learning, natural language processing, computer visioning, 3D printing, and robotics.

5

Data Analytics/“Big Data”
• The ability for computers to accept and process large volumes of
structured and unstructured data (like numeric data, photos, audio,
video, monitoring devices, etc.) from a wide variety of sources to
produce meaningful and actionable reports, information, and
recommendations.
• Often combines patient-level data with demographic and
epidemiological data to develop predictive analytics.
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Big Data Examples
• Predict next likely regions of disease outbreaks
• Advise supply chain managers on the need for proper supplies and
equipment
• Advise nurse managers on proper staffing levels
• Advise population heath managers on how to risk stratify patients and
prioritize interventions for patients
• Assist health plans and health systems in managing capitated or riskbased financial arrangements
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On-Demand Care Everywhere/Telehealth
• The ability of a health system to meet the patient at his or her
location on his or her terms, as opposed to forcing the patient to
physically come to the provider or facility.
• Facilitated by broad consumer adoption of mobile technology,
development of digital video, and expansion of broadband into rural
and underserved areas.
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Exponential Growth in Telehealth Visits

Private Insurers

Medicare

• Telehealth claim lines increased 2,816% nationally
from December 2019 to December 2020
• Telehealth claims now represent 6.01% of all

Sources:
1. https://www.fairhealth.org/states-by-thenumbers/telehealth
2. Susan Page, Telehealth Expansion in
claims
Medicare, carejourney.com, Ocober 21,2020

9

3

7/8/2021

Care Everywhere Example: Telehealth

U.S. DTC Telehealth Services Market, by Delivery Mode 2014 2025 (USD Million)
https://www.grandviewresearch.com/industry-analysis/us-direct-consumer-telehealth-services-market-analysis
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Internet of Things (IoT)
Refers to the ability of physically
disconnected objects and devices—
like smartphones, wearable devices,
or “smart pills” with embedded
sensors—to talk to one another via
the internet.
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Internet of Things Examples
THINK:
Fitbits, Apple watches,
implantable devices,
digital command centers,
wayfinding, ability to
monitor exercise habits,
medication adherence,
etc.
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Blockchain
• A decentralized, distributed ledger of transactions (each transaction
known as a “block”) linked together by cryptography which provides for
increased security and transparency.
• May be built as a public chain, which anyone can join, or a private chain,
where access is controlled by the creator of the chain.
• A peer-to-peer network; no central repository of data.
• Because each transaction is immutable and must be consistent with
other Blockchain transactions and validated by the majority of users in the
network, conflicting information is automatically detected, data integrity
is greatly enhanced, and the system is not susceptible to hacking.
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Contactless Patient Access
and Payment Solutions
The ability for the patient to enter the healthcare system without being
physically present to register or pay for services.
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Contactless Healthcare Examples
• On-line or mobile scheduling
• Pre-registration for demographic, medical history, medication usage,
and payor information
• Patient Portals and Kiosks
• RFID and Chip Credit Card Payments
• Text-to-pay options
• Immediate, integrated, point-of-service referrals to specialists or
post-acute resources
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Cybersecurity, HIPAA, and Data Breaches
• Cybersecurity is highly related to data privacy protected under HIPAA.
• PII vs. PHI: HIPAA protects Individually Identifiable Health Information.
• Because most patient information is now in electronic form, maintaining patient
privacy means being vigilant with information security.
• Data Breach as Defined by HIPAA: The acquisition, use, or disclosure of Protected
Health Information in a manner not permitted by HIPAA rules.
• HIPAA breaches include unauthorized access by employees as well as third parties,
improper disclosures, the exposure of protected health information, and ransomware
attacks.
• Breach Notification applies to “Covered Entities”: providers, health plans, health data
clearinghouses, and their “Business Associates”.
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https://www.cdc.gov/phlp/publications/topic/hipaa.htm
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Why is Healthcare Cybersecurity
in Critical Condition?
• Security failures can have life or death consequences.
• Cybersecurity efforts have not kept pace with digital transformation.
• Accelerating pace and impact of cybersecurity breaches.
• EHR data is inherently costly to maintain and very valuable to a
cybercriminal.
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Healthcare Data Breaches are
Costly to the Organization

https://digitalguardian.com/blog/whats-cost-data-breach-2019

18

6

7/8/2021

Why is PHI So Valuable?
• Credit card information sells for $1-$2 on the black market, but PHI can sell for
as much as $363.
• PHI is valuable because criminals can use it to target victims with frauds and
scams that take advantage of the victim’s medical conditions or victim
settlements.
• PHI can be used to create fake insurance claims, allowing for the purchase and
resale of medical equipment.
• Criminals use PHI to illegally gain access to prescriptions for their own use or
resale.

https://resources.infosecinstitute.com/topic/hackers-selling-healthcare-data-in-the-black-market
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Breach Notification Requirements
• The Department of Health and Human Services, Office for Civil Rights (OCR) is
responsible for enforcing HIPAA standards. Failure to comply could result in
o
o

Civil Money Penalties: $100 - $50,000 or more per violation
Criminal Penalties for willful violations: $50,000 – $250,000; I year – 10 years
imprisonment

• 60-day Requirement to notify affected individuals
• Contents of Notification
• HHS reporting requirements
o >500 individuals: Notify HHS and prominent media outlets within 60 days
o <500 individuals: notify HHS within 60 days of the end of the calendar year
• Financial penalties for exceeding the 60-day time requirement
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https://www.hipaajournal.com/what-are-the-penalties-for-hipaa-violations-7096/
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Accelerating Pace and Impact
of Cybersecurity Breaches

https://www.hipaajournal.com/healthcare-data-breach-statistics/
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Hacking is now the
Leading Cause of Data Breaches

https://www.hipaajournal.com/healthcare-data-breach-statistics/
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2020 was the “Perfect Storm”
for Cyberattacks and Ransomware Attempts
Perfect Storm Ingredients:
◦ Pandemic
◦ Remote Work
◦ Record Prices for Cryptocurrency
◦ Highly Political Climate
◦ Weaponization of Cloud Storage
SonicWall reported a 123% increase in cyberattacks: 92 individual attacks on more than 600 separate hospitals,
clinics and healthcare organizations
Many were Double Extortion attempts
◦ Step 1: Encrypt patient data files and lock computers; demand ransom to decrypt and unlock
◦ Step 2: Extract the data, leak the data to affected patients, thereby putting more pressure on the organization
https://www.sonicwall.com/medialibrary/en/white-paper/2021-cyber-threat-report.pdf
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Peeling Back The Onion:
Root Causes of Cybersecurity Failures
•The emphasis on “interoperability” and
“overconnectivity” has overshadowed the need for
secure design and implementation of digital assets.
• Typically, hospitals and healthcare organizations are
under-resourced in cybersecurity personnel.
•Hospitals often use dated, easily compromised legacy
systems.
• More and more services are outsourced to third parties,
making cybersecurity infinitely more complex.
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More Healthcare Vulnerabilities
• Lack of cybersecurity training and awareness
o One in four U.S. healthcare workers have never received
cybersecurity training from their employer1
o Three in four hospitals have no dedicated cybersecurity
professional2
• Multiple third parties may apply different standards of cybersecurity
controls
• Insecure video-conferencing platforms
1.
2.

1 in 4 Healthcare Workers Lack Cybersecurity Training, Study Finds,
https://www.healthleadersmedia.com/innovation/1-4-healthcare-workers-lack-cybersecurity-training-study-finds
Health IT Security, Healthcare Cybersecurity Task Force Finds 6 Imperative Areas,
https://healthitsecurity.com/news/healthcare-cybersecurity-task-force-finds-6-imperative-areas
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Healthcare is underresourced in cybersecurity

https://www.phe.gov/Preparedness/planning/405d/Documents/HICP-Main-508.pdf, p. 12, January 10, 2019
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Today’s Integrated Delivery Systems Offer
Many Vulnerabilities

https://www.wsj.com/articles/hospitals-suffer-new-wave-of-hacking-attempts
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Major Types of Cybersecurity Threats
Malware: An app which is specifically designed to disrupt, damage, or gain unauthorized access
to a device.
Phishing Attacks: The process of using email to entice the user to a website that may solicit
sensitive information or proactively infect a computer. Usually appears to come from a
legitimate source.
Ransomware Attacks: The process of breaching networks and encrypting files to restrict access,
and then ransoming the files for a fee.
Loss or Theft of Equipment or Data
Insider Activity: Accidental or Intentional Data Loss
Attacks Against Connected Medical Devices
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Cyberattacks Take Many Forms
• Trojan Horse
• Denial of Service or Distributed Denial of Service
• Man-in-the-Middle
• SQL Injection
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Trojan Horse Malware

https://phoenixnap.com/blog/cyber-security-attack-types

31

Denial of Service or
Distributed Denial of Service Attack

https://phoenixnap.com/blog/cyber-security-attack-types
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Man-in-the-Middle Attack

https://blog.netwirx.com/2018/05/15/top-10-most-common-types-of-cyber-attacks/
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SQL Injection

https://www.acutenix.com/websitesecurity/sql-injection/
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A Few Examples of
Healthcare Cybersecurity Incidents
A Health Plan Example: Anthem
A Health Provider Example: Universal Health Services
A Cloud Provider Example: Blackbaud
An IoT Example: Minimed Infusion Pumps
A Public Health Example: COVID Vaccines
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Health Plan Example:
Anthem is America’s largest insurance company
Cyberattack occurred in January 2015; the cyber-attacker was acting on behalf of a foreign
government
The attack compromised personal information of 78.8 million people
Multidistrict class action lawsuit on behalf of affected individuals resulted in $115 million
settlement
OCR Director imposed $16 million fine: “Anthem failed to implement adequate measures for
detecting hackers…”
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Healthcare Provider Example:
UHS is one of the nation’s largest acute care, behavioral health, ambulatory surgery, and emergency
services companies; 400 locations in USA and UK
Ransomware EHR attack by Ryuk Hacking Group in September 2020
UHS took all facilities of-line immediately, but had to cancel surgeries and divert ambulances
Did not pay ransom; reverted to paper charts
Recovery efforts lasted 3 weeks
UHS has claimed that there is no evidence that patient data has been accessed, copied or misused,
but the potential breach is still under investigation by OCR.
No class action lawsuits to date, but some law firms are asking current and former UHS patients to
contact them
Estimated total of $67 million in lost income, increased labor expenses, and professional fees
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BAA/Cloud Example:
Blackbaud is a cloud software company providing donor and fundraising management services
Suffered the largest data breach of 2020 over several months (February – May 2020)
At least 6 million individuals affected
Not EHR data, but donor information, was hacked
Blackbaud paid its attacker an undisclosed ransom amount via Bitcoin
Blackbaud is responding to at lease 23 separate class action lawsuits
Blackbaud is facing likely regulatory action rom FTC, HHS, and Information Security agencies in
the UK, Australia, and Canada
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Telehealth Example:
Risks and Vulnerabilities
Riskiest Links in the Virtual Healthcare Chain

Priority Steps to Improve Cyberhealth of
Telehealth Connections

https://threatpost.com/ebooks/healthcare-security-woes-balloon-in-a-covid-era-world/
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Internet of Things (IoT) Examples
Wi fi-enabled Baby Monitors: multiple examples 2015-2019; strange voices, kidnaping threat
Infusion Pumps: Hospira (2015) and Becton Dickinson (2017) security flaws discovered by
Department of Homeland Security; hackers could alter the infusion rate or take the pumps
offline
Insulin Pumps: Medtronic Minimed pumps recalled in June 2019 by the FDA because a hacker
could connect wirelessly and change the pump’s settings of insulin administration
Cardiac Devices: The FDA confirmed that St. Jude Medical pacemakers and defibrillators could
allow a hacker to access the device, deplete the battery, and administer incorrect pacing or
shocks
Medical Supply Carts: 2020 security audit of older Pyxis supply carts found “over 1,400 remotely
exploitable flaws which an attacker with low skill would be able to exploit.”
39 percent of IoT Devices and 53 percent of common medical devices are still
operating on traditional, legacy platforms, which poses a patient safety risk
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COVID-19 Vaccines Are Coming
—So Are Hackers
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Some Summary Key Statistics
• Healthcare cyberattacks doubled in 2020!1
• 39% of healthcare entities faced a cloud ransomware attack.2
• Cyberattacks targeting healthcare firms have increased 150% since COVID-19
hit the U.S.3
• IoT is a rising threat: 86% of healthcare deployments had more than 10 FDA
recalls running in their network.4
• 92% of malware is delivered by email.5

1.
2.
3.
4.
5.

https://healthitsecurity.com/news/healthcare-cyberattacks-doubled-in-2020-with-28-tied-toransomware
https://www.netwrix.com/39_percent_of_healthcare_organizations_suffered_ransomware_attac
ks_in_the_cloud_in_2020.html
https://threatpost.com/healthcare-in-crisis-diagnosing-cybersecurity-shortcomings-inunprecedented-times/161917/
https://ordr.net/wp-content/uploads/Rise-of-the-Machines-2020-Enterprise-of-Things-Adoptionand-Risk-Report.pdf
https://www.csoonline.com/article/3153707/top-cybersecurity-facts-figures-and-statistics.html
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Risks and Impacts of
Cybersecurity Breaches
• Patient Safety
• HIPAA Damages
• Legal Liability
• Reputational Damage
• Negative Market Effects
• Intellectual Property Loss
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Truer Words Were Never Spoken
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Organizational Cybersecurity
Mitigation and Defense Strategies
• Develop a cybersecurity culture
• Practice good cyber hygiene
• Training of staff (especially on phishing)
• Back up hospital system regularly
• Do not leave laptops, tablet, smartphones unattended
• Do not connect to unsecured wireless networks
• Grant the least access necessary to perform the job
• If possible, grant remote users limited access to a single machine, not to the entire network
• Use multifactor authentication
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Elements of Good Cyber Hygiene
• Use of strong passwords
•Avoid opening unknown emails and links
•Enable firewall protection at work and home
•Train staff regularly
•Encrypt all mobile devices containing PHI

• Staff working remotely should use a VPN to
maintain a secure connection to the network
• Regularly audit who is accessing the EHR
• No software should be installed on a work
computer without consent of the IT security
officer
• Let staff know where to report suspicious
activity
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More Mitigation Strategies
• Ensure that vendors or other organizations accessing or storing PHI are security
compliant.
• Develop strong Business Associate Agreements
• Convince leadership to invest in modern IT infrastructure with effective patch
management and malware protection
• Develop strong IT life cycle management
• Have a working knowledge of the data inputs into the organization’s AI and data
analytics algorithms
• Deploy machine learning and enabled endpoint protection
• Develop a Cybersecurity Mitigation and Response Team
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How Can a Legal Nurse
Consultant Impact Cybersecurity?
• Insure that an annual Risk Analysis is done, to include identifying third
party software vulnerabilities. www.healthit.gov/topic/privacy-securityand-hipaa/security-risk-assessment-tool
• Insure regular security awareness training for employees.
• Work with IT to implement specific procedures to detect security
violations and reduce threats and vulnerabilities.
• Work with HR to develop a policy to deal with intentional insider threats
and non-compliance with cybersecurity practices.
• Recommend development of a Cybersecurity Team.

48
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Potential Cybersecurity Team Members
• CIO/Deputy CIO

• Application Development Manager

• Operations Executive

• Biomedical Equipment Manager

• Chief Information Security Officer

• Help Desk Director

• Chief Technology Officer

• Public Relations Officer

• Data Protection Officer

• Nurse Informaticist

• Compliance Officer

• Legal Nurse Consultant
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Tips to Avoid HIPAA Litigation
• Hire a credible cybersecurity consultant to help you approach the issue, and
how you would respond in the event of a breach.
• Document that you have policies and procedures in place to fight cyber crime.
• Stay informed of cybersecurity news in your industry, or join an association. Be
aware of what other companies in your space are doing to protect themselves.
• Update your security settings on a regular basis, perhaps every time you add
new employees or change systems, or on an annual basis.
• Present annually to your company board on where the company is in terms of
cybersecurity protection, and where it needs to be to remain as safe as possible
in the future.
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Who are the potential litigants
in a cybersecurity action?
Regulatory agencies
◦ Federal
◦ State

The target defendants are usually the
directors or officers and the claims are
typically for breach of fiduciary duty
or other governance failures.

Suits by External Parties
◦ Patients
◦ Other consumers
◦ Donors
◦ Third Party Vendors
Suits by Internal Parties
◦ Employees
◦ Shareholders

With data breaches, there is also the
responsibility for breach disclosure to
the affected individuals and to HHS as
well as penalty/settlement discussions
with OCR

https://www.american.edu/kogod/research/cybergov/upload/cybersecurity-regulation.pdf
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Elements of the Cybersecurity/Data Breach
Response Plan
• Containment of the immediate threat
• Eradicate the Issue: Remove malware, apply updates, patch the system,
identify all affected hosts
• Recovery: Restore systems to normal operation
• Notify the appropriate parties
• Conduct a Root Case Analysis
• Rebuild trust internally and externally
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Reducing Your Legal Exposure
After a Cybersecurity Incident
Act quickly. Achieving fast containment of an event is crucial to minimize the legal exposure.
Denial increases the exposure.
Don’t play the organizational “blame game”. Support your information security team.
Don’t think like a victim. Everybody around you—the press, the regulators, the class action
plaintiffs—think you are the problem. You are or will be under investigation; judge everything
you say or do though that lens.
Accurate, balanced communication is key. Use time-honored crisis management principles.
Balance the risk of staying quiet until your investigation is complete with the risk of disclosing
premature information which may be inaccurate.
Protect your auto-generated cybersecurity logs. If necessary, change your routine retention
policies to protect the logs of the event from rolling off or being deleted.
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Cyber Law is an Emerging
Specialty Among Law firms
Three phases of cybersecurity legal needs:*
1)

Planning, preparation, and hardening against a cybersecurity event;

2)

“Breach coaches” during a cybersecurity event, including law enforcement coordination and consumer
notification

3)

Managing regulatory response and litigation that may follow

Resources:
• https://bestlawfirms.usnews.com/privacy-and-data-security-law
• https://www.vault.com/best-companies-to-work-for/law/best-law-firms-in-each-practice-area/privacy-anddata-security
• https://www.legal500.com/c/united-states/media-technology-and-telecoms/cyber-law-including-data-privacyand-data-protection/

*https://www.carltonfields.com/services/practices/cybersecurity-and-privacy
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Closing Thoughts
Digital Transformation holds incredible promise for healthcare, but…
It also brings tremendous opportunity for cybercriminals.
Cybersecurity in healthcare is inextricably linked to HIPAA and patient privacy.
Healthcare now leads all other industries in cybersecurity breaches.
The biggest threat is the end user, not the malicious hacker.
Cyberthreats will exploit the health system’s vulnerabilities.
Cyberthreats come in many shapes and sizes.
Data breaches can be incredibly expensive to the organization, and…
Life threatening to the patient!
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Your Unique and Transformative Role
Legal nurse consultants are in a unique position to protect and defend the organization because
of their insight into:
◦
◦
◦
◦
◦

Patient Care delivery
Patient Privacy
Familiarity with Electronic Health Records
Knowledge of operational technology and patient care devices
Knowledge of cybersecurity mitigation and defense principles

Protect the data, protect the organization, protect the patient!
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